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Executiveummary

Researchers, their contributions, and their scientific artefacts need to be unequivocally connected. They
face the ongoing challenge of distinguishing their research activities from those of others with similar
names. They need to be able to easily linkque and persistent identifiers with their research artefacts:
publications, datasets, equipment, articles, media stories, citations, experiments, patents, notebooks
and more.

To facilitate connections between researchers and data, THOR is developingtovaypport the

inclusion of ORCID iDs in databases and services. This document reports on successful integration of
ORCID in databases and services of three partners serving three distinct disciplines, namely PANGAEA
(earth sciences), EMHBI (life scieces), and CERN (highergy physics). Each partner has enabled the
preferred method of ORCID iD inclusion during data submissiondaithsubmitters authenticatingia

ORCID. Since a keyword based search is not enough to avoid selecting an homonyreonistper

chosen solution is the ORCID authentication method due to its reliability and integrity of allowing THOR

F LI AOIF GA2ya G2 3AFLAY LISNX¥AdZaA2yX G(KNRdIdzZAK GKS dzy
accomplish a straightforward search tifeir ORCID iD value and other profile information, such as
name, email and country. Additionally, discussions have begun on how data submission workflows can
be coordinated with article submission workflows: a task of some complexity both technically and
culturally.

PANGAEA, CERN and EMdBLserve different research communities and therefore operate in different
environments and with different legacy workflows and technologies. It is important to note that the
services delivered in this task have beetegnated into live operational production systems. This
therefore makes each of them a potential case study for other institutions in similar situations. This
document describes the common experiences and challenges of the three institutions, as weall as th
specific and unique challenges and concerns each institution faced.

1. Introduction

ORCID provides a persistent digital identifier that distinguishes a researcher from every other researcher
and, through integration in research workflows, supports anébed linkages between researchers and
their professional activities, ensuring that their work is receghi

THOR is enabling the integration of ORCID in key data repositories regsaltbady use. Hence, when
researchers submit datasets, data reposies automatically link submitted datasets to researckers
ORCID iDs.

We integrate ORCID into data submission workflows to include ORCID iDs in data records and to enable
unambiguous credit mechanisms for the production of datasatsl propagate ORCIDsS into related
services and infrastructures. Similar to the wiaywhich articles can be uniquely associated with a
person by virtue of inclusion in an ORCID works list, the integration work described below allows
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datasets to be associated with a persona manner that is unambiguous, easily propagated to ORCID
and embedded in disciplirgpecific tools and workflows.

This document describes the experiences of three THOR partner institutions serving three distinct
disciplines:

(@]

The European Bioinformatidnstitute (EMBIEBI)
The Publishing Network for Geoscientific & Environmental Data (PANGAEA)
The European Organization for Nuclear Research (CERN)

(@]

(@]

These three partners developed services to integrate ORCID into their existing databases and workflows.
Although the ultimate goal was the same, the specific situations of each institution naturally led to
different requirements and work performed in support of this goal, leading in turn to a suite of
complementary results EMBEEBI hosts several independentoverned and separateifunded
databases, necessitating a centsall service for all databases to yBANGAEA, which is not an ORCID
member, must maintain its existing login system as well as offer the option to login with OFERD

also maintains seval databases but treats one of those databases as a central metadata store rather
than developing a standalone centsald service.

The efforts are organised into two tasks, one for immediate development, and the other as the start of
an ongoing efforthat will run throughout the remainder of the THOR project.

The first task iso build common services that make use of harmonised metadata to integrate ORCID iDs
into data records. Through outreach there must be engagement with database providers ootside
THOR to encourage its adoption, avoid unnecessary effort duplication, and enable harmonisation and
federation of workflows for researchers using different data repositories. Within this task:

0 EMBLEBI will develop tools to facilitate the incorporatiofh ORCID iDs into core life science
databases, demonstrating their incorporation in at least two databases.

0 CERN will implement ORCID authentication into the INSPIRE suggestion tool.

0 PANGAEA will develop ORCID -gigas an additional functionality to itexisting login and

enable the connection of PANGAEA user profiles with ORCID iDs.

The second task is an ongoing effort that demonstrates how ORCID iDs can be shared across workflows
of article publication and data submission. The work will be synchromisiédresearch and outreach
activitiesthat encourage and guide a wide range of data providers to adjust their data submission and
ingest systems to push ORCID iDs to data management plans and datmsessibmission

0 EMBLEBI will work with PLOS to enabkharing ORCID iDs for datasets in ariet
publicationworkflows.

0 CERN will focus on implementation of services for ORCID integration for several data submission
systems and demonstrate that such data can bditgctionally shared with the arXiv conunty
platform and publishers.
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0 PANGAEA will integrate ORCID iDs into its data submission wqrkftolwcollaborate with
publishers in Earth and Environmental Science to further improve adatie publication and
integration of ORCID iDs in such worki#o COPDESS (Coalition for Publishing Data in the Earth
and Space Sciences) is a potential platform for such collaboration.

Initial work completed and plans for continuation are described in Section 6.

The Institutions andheir Services

2.1 ORCIDOpen Researcher and Contributor ID

ORCID is an effort to create and maintain a registry of unique researcher identifiers and a transparent
method of linking research activities and outputs to these identifiers. It is a hub that connects
researchersand reseach through the embedding of ORCID identifiers in key workflows, such as
research profile maintenance, manuscript submission, grant application, and patent application.

ORCID provides two core functions: (1) a registry to obtain a unigue identifier amagma record o&

NB a S| ND Kaftidflesy ané @)yAPIApplication Programming Interfac#)at support systento-
systemcommunicationand authentication. The ORCID Registry is available free of charge to individuals,
who may obtain an ORCID idergifi manage their record of activities, and search for others in the Reg
istry. Orgargations may become members to link their records to ORCID identifiers, to update ORCID
records, to receive updates from ORCID, and to encourage their employees and stucdesgister for
ORCID identifiers via the create@-demand process. All public data is freely available via periodical data
dumps and the API.

The ORCID API allows systems and applications to connect to the ORCID registry, including reading from
and wrting to ORCID records. The API is split into two pRudblic and Member. The Public APl enables
clients to read dta marked as public by usefheMember API allows member orgaat®ns, who have

signed off on ORCID privacy policy, to request permisdimm users to access ngublic data and to

write information to ORCID records. & £ 42 LINPGARS&a GKS FoAfAdGe (2
notifications when then are modified.

2.2 EMBLEBI TheEuropean Bioinformatics Institute

The European Bidiormatics Institute (EMBEBIJ is a centre for research and servicediainformatics
and is part of the European Molecular Biology Laboratory (EMBL).

! http://www.ebi.ac.uk/
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Figurel: EBI core services

Figurelis a summay of EBI services. The core services are:
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Chemical Entities of Biological Interest (ChBBI) Rl G 6 | 4 S fimglécul® ghiitidst 2 3 &

9y asSyot denmeda@ihsedfor vertebrates and other eukaryotic species (joint with
Wellcome Trust Sanger Institute)

European Nucleotide Archive (ENBJesource of nucleotide sequencing information

Europe PubMed Centrdl database offering free access to collection of biomedical research
literature

Experimental Factor Ontology (EFBdntology of experimental variables for biomedical data

Expression Atla$ database of summary information on which genes are expressed under
which conditions

Gene ontologyk ontology of gene functions and processes
InterProt database of protein functional domains and families
MetaboLightsh a database for Metabolomics experiments and derived information

Protein Data Bank in Europk European resorce for the collection, organisation and disse
mination of data on biological macromolecular structures

UniPrott database of protein sequence and functional information (joint with Swiss Institute
of Bioinformatics and Protein Information Resource)

4
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The Ltierature Services team integrated ORCID with Europe,PMCR Y I y I 3 S & iftegratborQd h w/
Approximately2.6 million articles now havinks to ORCID iDs. With this experience as one of the core
services at the EBI, the Literature Services team isgengand collaborating with other services at the

EBI to create reusable, harmead workflows for databases to interact bidirectionally with the ORCID
registry.

2.3 PANGAEA

PANGAEA, the Publishing Network for Geoscientific & Environmentd, Batm Ope Access library
that archives, publishes and distributes geferenced data about climate variability, the marine envi
ronment and geological research.

We describe the workflows and services implemented in order to integrate ORGBNGAEA. The
integration utilises the ORCID API to connect PANGAEA with the ORCID Registmnagiigeto-

machine communication. As PANGAEA is not an ORCID Member, it only has access to the ORCID Public
API.

The ORCEPANGAEA integration has the following aims:

1. Obtain the ORCID iD and other user profile data of OR@tnticated PANGAEA users
2. Provide PANGAEA users the option to sign in to PANGAEA using their ORCID account

To achieve these goals, PANGAEA extendezliitent sigrin functionality (with authentication based

on its own user management system) with new functionality for authentication via ORCID. The ORCID
GAS5¢ odzit2y A& AyOfdzZRSR 2y (GKS t! bD! 9! t23Ay F2
authorisation workflow. PANGAEA user profiles are extended with an additional database field for the
ORCID iD. Thus, PANGAEA caches the ORCID iD of users who connect their PANGAEA profile with thei
ORCID iD. For PANGAEA users who submit data, the cach&iDRCOmetadata automatically included

in the data submission workflow.

2.4 CERN

CERN, the European Organization for Nuclear Research, maintains a variety of services for managing
both literature and data outputs of High Energy Physics (HEP) reseaiRN. &ttentific Information
Service (SIS), the THOR partner, is specifically involved in the following:

~

o INSPIREL Our core service, a hub for literature in HEP. Built as an aggregator, it automatically
harvests relevant literature from a set list of publishers. Literature relevancy is determined
largely through automation with a human approval and suggestion layer.

2 http://www.pangaea.de/about/
3 http://inspirehep.net/
4 https://github.com/inspirehep



http://www.pangaea.de/about/
http://www.pangaea.de/about/
http://inspirehep.net/
https://github.com/inspirehep

g )' Demonstration of Services tategrate ORCIDs into Data Recoadsl Database Systems

6 HEPDat® b A collaboration between CERN and Durham University, explicitly for data that is
supplemental to publications, e.g. final tables. Includes peer review workflows so that submitted
data may be approved prior to release.

O CERN Analysis Preservatid b An internal tool for capturing the disparate files, metadata, and
provenance associated with largeale HEP analyses.

These services work in concert to address the data and research output needs at different stages of the
progression of HEP resehrdata from raw data to individual conclusions, as showFiguire2.

/ 1. Provision of
additional
INSPIRE & HEPData documentation for
the published results

2. Simplified data formats

. . for analysis in outreach and
CERN Analysis Preservation t,a}',:ing exercises

\ 3. Reconstructed data and simulations as

well as the analysis level software to
allow a full scientific analysis

4. Basic raw level data (if not yet covered as level 3
data) and their associated software which allows access
to the full potential of the experimental data

Pyramid of HEP data stages from: Herterich, P., & Dallmeier-Tiessen, S. (2016). Data Citation Services in the High-Energy
Physics Community. D-Lib Magazine, 22(1/2). http://doi.org/10.1045/january2016-herterich

Figure2: HEP data stages

® https://hepdata.net/

® https://github.com/HEPData

" https://analysispreservationga.cern.ch

8 https://github.com/cernanalysispreservation
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Requirements for Integrating ORCID iDs into Data Records

EBI, PANGAEA and CERN all have a requirénenable the users of their data services to auttieste

via ORCID. In addition to providing a means of authenticating via a single authentication mechanism, this
allows the institutions to retrieve useful information from ORCID for ipomtion into their own
serviceslt also allows them to push useful information back to ORCID.

While this may sound simple on the surface, the paths to this implementation taken by each institution
KIgS G2 FTAOG 6AGK GKS AyadAaAddz 5 2aywelas Righ@hs ho2ns)efS v (
the disciplines and communities they serve. These varied requirements and approaches are discussed in
detail below, so that they may serve as examples for institutions with similar concerns.

3.1 General Implementation of CRD Authentication

In order to connect their services to ORCID, each institution made use of the ORCID RESTful API, which
uses OAuth 290 OAuth is an open standard that provides client applicatisitis delegated access to a
resource on behalf of the resioce owner. With OAuth, a user can autlseria thirdparty system to

access their account and resources without sharing their login information. Each institution has enabled
GKS hw/ L5 tdzofAO !t L “gniltegistered dn apRliatidh GOAEH GRADNIent 2 2 3
assigned a Client ID and Client Secret to each registered application. This is in accordance with the
procedure outlined in the ORCID Public APl documentdtignwhich can be consulted for further

details.

Straight out of the box, theteps in the ORCID authentication workflow are as follows:
1 A user clicks a link or button for authentication with ORCID, which triggersiginen (1)
process.

1 The institutional service redirects (2) the user to ORCID for user authentication and service
authorization. If the user does not currently have an ORCIBHB may register.

1 Following successful authentication and authorisation, ORCID routes (3) the user back to the
institutional service with an authorisaticzode

1 The institutional service ekanges (4) the code for an acceésken. This token is persistent
YR SylotSa GKS Ayadaddziazylf aSNWAOS G2 IO
1 hw/ L5 GKSYy O2YYdzyAOF(iSa opuv 060a42YS 2F0 GKS dz
service. Of par A Odzft F NJ Ay (i ®REBID A& GKS dzaSNDa

% https://members.orcid.org/api/oauth?

10 https:/iorcid.org/developertools

1 http://members.orcid.org/api/introductiororcid-public-api
12 http://members.orcid.org/api/accesingpublic-api
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@ fauthoriz
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Figure3: ORCID Authenticatioh

Each institution described in this document implemented this basic workflow, with modifications or
additions based on the specific needs of their servaoeor users.

It should be noted that some potential functionality is discouraged by ORCID, as it is not within the spirit
of user control over their academic record. For example, the ability to look up an individual by name and
assign their ORCID to quits is discouraged as this provides unauthenticated links and can lead to
assignment errors. Bypassing the correct OAuth procedure by harvesting user credentials and posting them
directly to the ORCID login service is also forbidden.

3.2 Institution-Spedic Requirements

3.2.1 EMBIEBI

As described above, the EBI hosts many life science databases that run with independent governance
structures and with a variety of separate funding modtisrefore, the EBI decided to provide a central
service (API) thdinks to ORCID services for these databases to use. This will ensure that as ORCIDs are
integrated into data resources at the EMBBI there will be nduplicationof effort (for example every
databaseprocessinghe samepiece ofwork), and ORCID integtions will have consistent Uls across
different resources. Furthermoréhe maintenance of a single service that interacts with ORCID can be
managed effectively going forward. The central service needs to allow users, via the submission systems
of different databases, to lookip their ORCID iD after authentication on the ORCID website. It will
return the ORCID iD with any publicly available ORCID metadata such as first name, family name, and
affiliation.

3.2.2 PANGAEA

PANGAEA continues to maintain its owser management because the system builds on it. User
management is needed &toreinformation about users, including email and telephone numbers, and is
used to track what a user doésand is allowed to d& on the website for example additional services,

¥ For more information on OAUTH2 protocol skps://members.orcid.org/api/oauth?

8
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data submission, download of restricted datasets). Consequently, to support ORGID BRNGAEA

must resolve the iD returned by ORCID to a PANGAEA user account. However, [zouseauthentica

ted by ORCID may not be resolvable by PANGAEA. In order to be resolvable, PANGAEA users must have
previously created a PANGAEA accoamd have connected her ORCID iD. In this case, PANGAEA can
safely resolve the ORGHnthenticated user.

In contrast, an ORClauthenticated user may be unresolvable by PANGAEA. This case occurs when the
ORCID iD for an ORe&llthenticated user is unknown to PANGAEA. Thus, PANGAEA cannot safely
resolve the userand requests the ORCGHuthenticated user firsperform PANGAEA authentication and
connect the ORCID iD. At this stage, the user may either sign up or sign in to PANGAEA, depending on
whether or not the user has previously created a PANGAEA account.

An additional requirement for PANGAEA is to supploetconnectionof an ORCID iD for a PANGAEA
authenticated user. In this case, an authenticated PANGAEA user decides to manually update her profile
to include her ORCID iD. Disconnecting an ORCID account from a PANGAEA user profile is trivial as it
amountsto simply remoingany related ORCID information from the profile.

3.2.3 CERN

Lb{tLw9 Aa /9wbQa YIAYy fAGSNI GdNBE aSNBAOS:I I yR
automated aggregator with a human curation layer, and it is currently taemplatform of the CERN
scientific literature and research output system. It serves as the main metadata warehouse, maintaining
both bibliographic and author information for (&&r as possible) the entirety of HEP. Therefore, rather

than develop a sepata service and API to feed the various CERN literature and data services, the
metadata from INSPIRE is used to inform the other products and services in CERN literature and data
systems. It will be beneficial to INSPIRENd thus in turn, to the rest ofthe CERN ecosysteilto
implement ORCID authentication as the sole means of authentication for INSPIRE services. In the past,
users uploading datasets or making content or claim suggestions in INSPIRE could authenticate with
arXiv or use the service as amymmous guests. Implementing ORCID as the only authentication
mechanism will allow INSPIRE to require authentication, thus eliminating anonymous users and their
added human oversight burden. Additionally, all authentication will be united under one commonly
accepted author identification systemvhichis being adoptedncreasinglyacross publisher platforms,

thus providing an additional benefit for users.

INSPIRE pushes and pulls works information to and from the ORCID profiles of those researchers for
whom an ORCID iD is known. Moving to ORCID authentication will encourags ttlteemnect their

ORCID iDs with the INSPIRE profdesl improve the quantity and quality of works information being
pushed. HEPData, the platform for review and submission oplsomental publication data, pulls its
YSGFRFGE FNBY Lb{tLw9d® Lb{tLw9Qa AYLISYSydl GdA2)
updating of metadata with ORCID information, will in turn benefit HEPData. In addition, implementing
ORCID authentication inBfPData itself would provide an alternative authentication method for the
review workflow,although no metadata would be imported from or pushed to ORCID from HEPData
directly.
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Work Completed

4.1 EMBLEBI

Middleware is a generic nantbat can be usedd refer to software systems that mediate the commu
nication between a client software application with another server software application. It consists of
interfaces providing high level APIs that permit integration with diverse client applications bynmask
the heterogeneity of processes and simplifying the access to the server software application.

EBI has developed a middleware layer ("THOR ORCID Service") with an API library ("“THOR ORCID Client"
(seeFigure4). It can be incporated into the clientside applications that enable EBI databases to
seamlessly incorporate ORGID> into their resources.

The EBI's core services are provided by EBI databases (such as Metabolights, EMPIAR, PDBe, UniProt
among others) through theirespective websites, which also accept the registration of individuals
through their data submission forms. The integration of these forms with the THOR ORCID Client API
enables the EBI databases to make available the link "Create / link an Open Res€arttniéutor 1D

(ORCID)" in their data submission forms. With this link the users can authenticate at ORCID and
authorise the obtaining of his ORCID iD value, first/family names and email from his profile.

ORCID

g ¢ ¢ @

THOR ORCID Service

¢ ¢ ¢

EBI EBI EBI
Database Database Database
DB User

Figure4: Overview of Bl databases accessing ORCID through middleware service

The steps required to achieve this are illustrated as below:

0 Step 1: The user clicks tfi€reate/link an Open Researcher Contributor ID (ORdHK) and
this will trigger the sigfin process. In tur, the JavaScript THOR ORCID Client connects to the
THOR ORCID Service.

10



Demonstration ofServices tdntegrate ORCIDs into Data Recaadsl Database Systems g

Step 2 and 3: THOR ORCID Service redirects the user to the ORCID Registry for authentication
and authorgation.

Step 4 and 5: Once authenticated and authorised, the ORCID Registhewitlirect the user

back to the THOR ORCID Service with an authorisation code.

Step 6 and 7: The THOR ORCID Service then exchanges the authorisation code for an access
token.

Step 8: The THOR ORCID Servicprulidethe databasewith the access toke together with

the corresponding ORCID iD.

Step 9: The THOR ORCID Service will then return to the THOR ORCID Client with the user's
information such as ORCID iD, first name, family name, country, and others from the public user
profile, so that the pagean be updated accordingly.

Client Web

Application with ORCID

Data claiming

http:/f .ebi.ac.uk/submissionForm
€ > C (v oulsbmssoon) ™

&d THOR Example 1 Click the link to

start | —3—»

Article Submission Form
© orcio- Createilink an Gpen Researcher Contributor ID{oRCID) @
First Name * Last Name *
\\ 2

JavaScript THOR Client

Page updated once signed in \ \\
THOR ORCID
Service

Article Submission Form

© orciD* 0000-0001-8859-6184

First Name * Suiherme Last Name * [0

Email Address * afmello@ebi.ac. uk

Country - o D

Database

Figure5: Sign in with EBI service

11
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The THOR ORCID service is built as a Java application running on a Tomcat web server, hosted at the
EMBLEBI, using Spring MVC for delivery of RESTful web seavideGoogle OAuth Client library for
authentication within ORCID. The features involved are:

0 Define RESTful APIs to expose service functionalities

0 Client APIs over JavaScript and JQuery

0 Transform the search results for data submission forms

0 Manage the sigim process through OAuth 2.0 protocol

0 Hibernate framework to retrieve access tokens from Oracle database
0 Documentation

The Java API documentation for developers and additional implementation details links are provided in
section 6.1

4.2 PANGAEA

The inteaction between PANGAEA and ORCID requires some pnogrdogic which PANGAEA
implements in PHP and Java Web services for the frontend and backend, respectively.

PANGAEA has modified the login page for the relaunch of the website to include functighaliti f 2 3 A Y
GAUK hw/ L5 A5¢6¢d ¢CKAA TFdzyQlAzylrtAdGe A& Ay |FRRAGA
YIEYlF3SYSyided ¢KS a[ 23 Ay GAGK hw/ L5 A5¢ Fdzy QUuAzyl
on the PANGAHAg-in page. Choosing to lag with ORCID triggers the workflow described above. Note

that, at the time of writing, the new PANGAEA website was not yet released to the public. Public release

is expected during mi&016 and will come with a complete redesign and improved user expgErien

PANGAEA modified the user profile page to include the ORCID iD, if connected. If a PANGAEA user has
not connected her ORCID iD, the page displays the following text:

dYyour account is not yet connected to an ORCID iD. It is strongly recommended to
conrect your account, because ORCID provides a persistent digital identifier that
distinguishes you from every other researcher and, through integration in key
research workflows such as data set / manuscript / grant submission, supports
automated linkages be&teen you and your professional activities ensuring that your
work is recognized. If you submit data to PANGAEA, we will link the data sets to your
ORCID iB.

PANGAEA thus explicitly encourages its users to sign up at ORCID and/or connect their ORSID iD. |
desired, PANGAEA users can disconnect their ORCID iD by editing their user profile.

PANGAEA also modified its sigmform to allow for the immediate connection ahORCID iD. This is to

enable the connection of ORCID iDs and PANGAEA user profdadyaas possible. The feature also
02YSa ¢AGK (GKS I RRSR o0SySFTAG GKFdG GKS acdAZt yIY
automatically populated with information returned by ORCID. With a similar message as the one above
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shown on the uer profile page, the PANGAEA signpage also encourages users to connect their
ORCID iD (and sign up for ORCID if they are not already registered).

PANGAEA developed a pbgid library that implements some of the program logic required for
PANGAEA timmplement the integration. The phprcid library was published Open Source under Apache
License Version 2 at the THOR project GitHub repositdtyis important to note that third party
systems must redirect to ORCID for théuth authentication processln other words, ORCID user
credentials must be imputed by users into the ORCID sign in/register form, as opposed to the client
application. Any attempt by any third party system to circumvent this redirection to ORCID is against
ORCID guidelines and the @ Authorisation code flow specification. In practice, this means that a
library cannot provide programe logic that returns an ORCIDwhengiven a username and password

as input. Accordingly, the phprcid library does not provide such prograra logic. It only supports
programme logic that returns an ORCID iD given the code returned by ORCID to a token rdgigst. (
worth considering that futureversions may also provide the ability to create the redirect URL.) The
implementation of the ORCID autharigequest remains the responsibility of PANGAEA or, more
generally, the system that uses the phpeid library. In addition to programe logic for the exchange of

an ORCID code for a token, the pimgid library also supports retrieving biographical andivity
information about ORCID users.

It is important to note that ORCID iDs should under no circumstances be submitted as form fields (as
text or hidden field) or HTTP GET/POST parametars bengtransmitted from the client to the server.

This practie enables the client to edit the submitted ORCID iD. PANGAEA stores the OAuth tokens and
the authenticated ORCID iD in the browser session, secured by an exttanenkey transmitted as
form-token®l YR dzaAy 3 GKS aadl G§S¢ Y SaK Itig thereforeRazpdssipa ( K S
to change the ORCID iD by manually overriding HTML form contents to takengvarK SN & A RSy G A

To support the caching of ORCID iDs, the PANGAEA database is extended with an additional attribute.
The caching is necessaly automatically resolve ORGHDthenticated users to the corresponding
PANGAEA profile. Caching of ORCID iDs is also useful to automatically assign the ORCID in user data
submissions. With the introduced changes, authors of data submitted to PANGAEf&aassibility

to link the submission with their ORCID iD.

PANGAEA has also developed an additional Java library called OrcidResolver, which supports the resolu
tion of ORCID iDs of authors given their first name, last name, and-ampty set of DOIF 2 NJ & ¢ 2 NJ a
(possibly) claimed at ORC(iz. works added to an ORCID user profile either manually by the user or
automatically by a trusted thirgarty systen).

OrcidResolver is published Open Source under the Apache License Version 2. The libramgte@nstr
query with the given informationand requests the ORCID iD of the matching user from ORCID. The
approach is reliable but does not guarantee that the returned ORCID iD is correct. With OrcidResolver,

14 https://github.com/thor-project/php-orcid/
15 https://en.wikipedia.org/wiki/Crosssite _request_forgery#Synchronizer token i
16 https://tools.ietf.org/html/rfc6749#section10.12
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relationships between users and ORCID iD aredalgorithmically. It is important to underscore that

the confidence in algorithmic approachesweakerthan approaches based on ORCID authentication.
This programme code was originally developed by PANGAEW has been used to resolve ORCID iDs of
the authors of its datasets. As the algorithm may be of interest to the wider community, PANGAEA has
decided to refactor the original programe code into code suitable for a library that can be reused by
others.

4.3 CERN

As part of a general site overhaul, CERNeloped INSPIRE Lahstestbed for new INSPIRE features.
During the transition to the new version of INSPIRE, new features will be first hosted on Labs. At the
time of writing, the INSPIRE frontend has not yet migrated to the new version, but manfearues

are being hosted on Labs and are linked from the legacy version of INSPIRE.

The transition to the new INSPIRE will also be a transition to a new and improved version of the
underlying Invenit/ platform. Invenio 3, the newest version of Invenioirme developed by CERN IT in
parallel with development of INSPIRE by CERN SIS, will include a module for OAuth support, allowing it
to support authentication via third partiesuch aORCID. As with other CERN services, the development

of INSPIRE and Inveris open, so code for the OAuth module is available on GitHub

As an interim solution, the INSPIRE team developed a Python wrapper filbreow maintained by
ORCID, for the ORCID API to facilitate ORCID authentication in INSPIRE. This is cureemtiytédph
INSPIRE, but it will be replaced by the Invenio OAuth module once the new version of INSPIRE is live.
ORCID authentication has already been implemented for the content suggestion, correction and data
submission services, which are now hostedINSPIRE Labs. As stated previously, the move to ORCID
authentication prohibits anonymous userand helps to reduce the amount of human intervention
necessary for claim and suggestion approval.

If a user has previously added her ORCID iD to her INSRIRE @ofile and authenticated from her
INSPIRE author profile page, INSPIRE pushes works information to her ORCID profile. At this time, it is
only appending works to the profile, not correcting existing metadata.

This functionality is currently separateom ORCID authentication on INSPIRELabs, which focuses on
submissions and suggestions for new records. There, ORCID authentication does not yet provide ORCID
iDs to the INSPIRE author recadtomatically If a user logs in via ORCID to make a submissgion
suggestion, INSPIRE Labs collects their name and ORCID iD as a means of identification, but at present
this information is not associated with an existing INSPIRE author paafitenatically This is due to

change with the upgrade of the claiming ses/in summer 2016, and thus will be detailed as part of
forthcomingTHOR work on data claiming services.

7 hitp:/linvenio -software.org/
18 https://github.com/inveniosoftware/invenieoauthclient
19 https://github.com/ORCID/pytho+orcid
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_Cj request for F——IMNSPIRE ID—=

data record HEFData saer INSPIRE
/ \ metadata
User

FigureeY 1 9t 5F 41 NBUONASGSa YSOFRIFIGFE FNRBY Lb{tLw9 o
associated with the record

INSPIRE 0 pulls information from ORCID. NIMSPIRE works that are discovered in ORCID profiles are
displayed on the External tab of the INSPIRE author profile.

HEPData pulls all of its bibliographic and author metadata from INSPIRE (a data set must have an asso
ciated INSPIRE ID for a publication in order to be released), and does not store any author metadata of
its own (seeFigure6). Any author metadata enhancements must happen on INSPIRE. If the INSPIRE
record includes an ORCID ibat will in turn be associated with the HEPData record by virtue of
HEPData reising INSPIRE metadata. In light of this, ORCID authentication is in place in HEPData as an
FfGSNYFGAGS f23Ay F2NI 1 9t 51 GF Qa NB@EaS énhafcaryedi A 2 y 2
purposes.

/ 9wb lylLfeaira tNBASNDIGA2Y bt (GKS yS¢Sad /9wb RI
course of its first year, both in terms of general development of the frontend and backend, as well as
building connections to fetch research content fromtat@ases internal to the individual CERN experi
mental collaborations. It is now available as a first prototype.

ORCID authentication has been implemented in CERN Analysis Preservation, but it has not yet been
switched on for usersthis will remain sauntil a solution tothe human challenge can be determined.

CERN Analysis Preservation is an internal platform, not open to those outside the experimental colla
02Nl GA2yaz IyR a2 (GKS &aSNIBAOS vYdzad ¥F2tt2g¢ (GKS
Preservation records will be populated with ORCID iDs once the various CERN experimental collaborator
databases from which CERN Analysis Preservation harvests are populated with ORCID iDs. Therefore, the
service currently focuses on CERN authentication,enthe CERN SIS team works to foster the uptake

and wider usage of ORCID iDs within the immediate CERN comrhumitgisk that will benefit from
cooperation with the outreach component of THOR.

The ongoing development of CERN Analysis Preservation raises other interesting challenges for THOR
(for example dynamic data citation) that will be addressed in detaibited project outputs.
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Results

This section presents a series of screenshots that demonstrate how-EBIBEANGAEA, and CERN
have integrated ORCID into their services and databases.

5.1 EMBLEBI

EBI has developed a service with an API that any numibdatabases at EBI can use to interface with
the ORCID registry to verify user identity and populate existing data submission forms with data from
their ORCID profile. Special emphasis was put on the simplicity of integrating existing web forms with
the API. The result is that it takgsst afew lines of code to embed the API. Two databases, Metabo
lights and EMPIAR, have already integrated this into their workflows.

In addition, EBI are actively engaging with other life science databases (BioSallss,the European
Nucleotide Archive, IntAct, PRIDE proteomics database and ArrayExprad®xpect these tetart

using the API over the next months and years, depending on agreements with their collaborators,
governance structures, and production désement plans.

1. The databases that have been integrated with the API are going to automatically display a link that
enables the user to authenticate at ORCBeFigure?).

QRCID "

Create/link an Open Researcher Contributor ID{ORCID) {3

Figure7: Link generated by #hAPI for the user authentication

2. hw/ L5 I dziKSyGAaOridAz2zy aONBSYy FT2NJ9a.[ NBljdzsSadAy
record(seeFigure8).

B https://orcid.org/oauth/signin

Privacy Policy

Register.

Forgotten password?

Figure8: ORCID authentication popup
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3. Use Cases ohe EMBLEBI ORClHntegration APIs in data resources.

(a) Metabolights DatabaseThis database receives submissions of Metabolomics experiments and
derived information. The database is cregsecies, crostechnique and covers metabolite
structures and their éference spectra as well as their biological roles, locations and cencen
trations, and experimental data from metabolic experiments.

Figure9 and Figurel0 show Metabolights registration forms withtegrated ORCID authentiea
tion. In the first figure a links displayedor the user to authenticate within ORC®hereasin
the secondhe form fieldsarefilled automaticallyafter the user authenticates at ORCID.

EMBL-EBI Services | Research | Training = About us

LAl I~
||I|||||| J /J % FELQ QLJ CJ fJ [; Examples: alanine, human, ine, MTBLS1

Home Browse Studies | Browse Compounds | Browse Species Analysis Download = Help ;| Give us feedback = About # Login

4. Submit Study

Metabolights > Create a new account

Enter your details to request a new account for Metabolights.

Email address™. ‘ ‘

ORCID Create/link an Open Researcher Contributor ID(ORCID) @
First name(s)*

Last name*

Password™

Password (repeated)*

Country*: v
Affiliation/Institution™

Web address for affiliation/institution

(URL)*

| understand that all public data is freely
available by any individual and for any
purpose

\ Cancel

Figure9: Metabdights registration form integrated with ORCID authentication

EMBL-EBI Services | Research | Training | About us

\ ]
;‘m."ﬁ Metabolights

Home | Browse Studies | Browse Compounds | Browse Species | Analysis | Download | Help | Give us feedback About # Login

4. submit Study

Metabolights > Create a new account

Enter your details to request a new account for Metabolights.

Email address™

ORCID 0000-0002-9829-091X
First name(s)* Guilherme

Last name™ Mello

Password™

Password (repeated)”
Country™: v
Affiliation/Institution™

Web address for affiliation/institution
(URL)*

| understand that all public data is freely
available by any individual and for an
purpose

\ Cancel

FigurelO: Metabolights registration form after user authenticates on ORCID
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(b) EMPIAR Databas®atabase of electron microscopy images in structural biokuipmission pge.
Figurell and Figurel2 show EMPIAR registration forms with integrated ORCID authentication.
In the first figure a links displayedor the user to authenticate within ORCGI@hereasin the
second tte form fieldsarefilled automaticallyafter the user authenticates at ORCID.

EMBL-EBI Services = Research = Traini About us _

YQ EM Pl AR Electron l\/licroscopyi 9t Inieicje Arctiive

EMPIAR home | Deposition = Annotation FAQ = About EMPIAR < Share | ® Feedback

EMPIAR deposition Register with the EMPIAR deposition system

system Create/link an Open Researcher Contributor ID(ORCID) @®

£ Deposition manual
A Login ORCID [ (2]
Example: 0000-0001-7663-9028

First name * [ (]
Example: John

Middle name [ (2}
Example: William

Last name * [ (2}
Example: Smith

Username * [
Password * [
Repeat your password. * [
Email * [ (2]
Example: help@example.com
Repeat your email *
Example: help@example.com
Figurell: EMPIAR registration form integrated with ORCID
EMBL-EBI services  Research | Training | About us | DN
) Electron Microscopy. PilGiliiiEeEwAsavE
B 4 : ,

EMPIAR home | Deposition | Annotation | FAQ | About EMPIAR <: Share | ® Feedback

EMPIAR deposition Register with the EMPIAR deposition system

system

ORCID [o000-0002-9823-091x 0

" :
& Lepnaubnimantat Example: 0000-0001-7663-9028

A Login

First name * [Guilnerme (7}
Example: John

Middle name [ (2]
Example: William

Last name * [Metio (]
Example: Smith

Username *

Password *

Repeat your password. *

l
l
l
Email * [
Example: help@example.com

Repeat your email * [

Example: help@example.com

Figurel2: EMPIAR registration form after user authenticates oi€DR
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5.2 PANGAEA

PANGAEA users are now able to connect their ORCID iD with their PANGAEA user profile. With this,
PANGAEA further improves its support for associating wgighsORCID iDs. PANGAEA now has a trusted
mechanism to identify authorsniquely,and to attribute PANGAEA data submissions to authoram-
biguously Identifying authors by their ORCID iD is a crucial aspect. The actual first name, last name,
email and other information about an author are attributes of the particular ORCID iD. Thebatatt

YIe OKFIy3aS gAGK2dzi AYGSNFSNAYy3I 6AGK RIGE Lzt AOF
may change over time but her ORCID iD stays the samadlingaccurate attribution oherwork at any

time. Technically, PANGAEA could dategttribute value management entirely to ORCID. The trusted
connection of ORCID iD makes such behaviour in principle feasible, provided the ORCID user sets her
privacy settings accordingly. Whether or not it is desirable is another question. Faimagshe approach

poses some technical challenges, as attribute values may have to be cached and sgedhretween

systems in order to retain acceptable performance.

A second result is the possibility for PANGAEA users to choose to sign in to PANGAEEIDia O
Especially for users who regularly use ORCID, this feature can be attractive as they may be signed into
PANGAEAutomaticallyas a resultThe ORCIEPANGAEA integration relaxes the requirement of having

to remember user credentials for both the PANGAEA and the ORCID accounts. Finally, -the sign
integration follows a trend of supporting thigarty sign in at portals. Many examples can be found,
including some that support ORCID sign in, such as publons.com. Supporting the connection of ORCID iD
in author profiles isalso a notable trend in manuscript and pesgview tracking systems, such as
Editorial Manager. The possibility of capturing ORCIDfigthors at manuscript submission is shared

with PANGAE/As isthe possibility of capturing ORCID iDs of authors at data submission.

Figurel3is an example screenstobf the PANGAER 3A Yy LJ 38 SAGK aA5¢ odzid2y
choose to log in using PANGAEA credentials or ORCID.

' The ORCHPANGAEA integration is implemented in the next version of the PANGAEA website
(https://www.pangaea.dg; the screenshots shown here are for the new version. At the time of writing, the new
version was not yet released to the public. Public release is expected during Q2 2016.
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PANGAEA.

Data Publisher for Earth & Environmental Science SEARCH  SUBMIT  ABOUT  CONTACT

PANGAEA Log in

Login is only required for access to data under moratorium or for submitting new data sets.

Most of the data are freely available and can be used under the terms of the license mentioned on the data set description. A few password protected data sets are under
moratorium from engoing projects. The description of each datu set is always visible and includes the principle investigator (Pl) who may be asked for access.

You can sign up for a user account at PANGAEA here, This account can be used to access more advanced services (like our data warehouse), access your own data
under moratorium, or submit data using the issue tracker.

Log in with ORCID iD

Your account must already be connected to an ORCID iD for this to work. ORCID provides a persistent digital identifier that distinguishes you from other researchers. If
your account is not yet connected, please use the username/password log in below and connect the accounts from the profile page after logging in.

Log in with ORCID iD Keep logged in on this computer

Log in with username and password

User Name / E-mail: | |

Password:

Lost password? Keep logged in on this computer

PANGAEA IS HOSTED BY PANGAEA IS MEMBER OF Follow us

Alfred Wegener Institute, Helmholtz Center for Polar and Marine Research (AWI) I,
Center for Marine Environmental Sciences (MARUM) f ’ g

THE SYSTEM IS SUPPORTED BY

o

LK
WORLD DATA SYSTEM

The European Commission, Research
Federal Ministry of Education and Research (BMBF)

Figurel3: PANGAEA login screen with the new option to sign in with ORCID iD in addition to the existing login with
PANGAEA user credentials.
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Choosing to log in using G triggers the ORCID integration workflow described earlier. Specifically,
the user is redirected to ORCID which will present him with the form showigurel4.

)

has asked for the following access to your ORCID Record

Get your ORCID iD

7 Allow this permission until | revoke it.
Yo

y revoke pel ccount settings page. Unchecking this box

nt perm

This application will not be able to see your ORCID password, or other
private info in your ORCID Record. Privacy Policy.

Don't have an ORCID iD? Register.
Email or iD

markus.stocker@gmail.com *

Password Password *

Figurel4: ORCID authentication forfar user authentication and request to authseiPANGAEA
G2 200GFAY (GKS dzaSNR& hw/ L5 A5

Forgotten password?

Following ORCID authentication and authorisation, PANGAEA displays the user as |ogigeaeib5
AK2ga t!bD! 9! Qa K2Y& IING #& |{tedfdMget (dpgek ight corer).
Naturally, this behaviour is independent from the diogpath chosen by the user, i.e. log in via ORCID or
PANGAEA.

Markus Stocker £ G

o PANGAEA.
Jata Publisher for Earth & Environmental Science SEARCH  SUBMIT  ABOUT  CONTACT

Welcome to PANGAEA Data Publisher Featured Data

Welcome to PANGAEA® Data Publisher. PANGAEA is open
sclentist to archive and publish data. It is a designated arc
Science Data (ESSD) and various journals related to earth syster

oject or individual

FigurelsY t ! bD! 9! K2YSLJ 3S &4QpBNYy It dzZA38RGAYVNRdA! PDRI!
ORCID user authentication and service autztion (upperright corner)
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Figurel6: PANGAEA user profile information with possibility of changing the password and edit the user
profile. Now sers are also informed about the connected ORCID iD. The page informs, and strongly encourages
users withouta connected ORCID iD about the possibility of creating an ORCID account and iogrthegD in

PANGAEA.

Figurel72PAND! 9! NBIA&AGNI GA2Yy F2N)¥ 4KSNBoeé& GKS ySg dzaSNI «a

{2YS 27 GKS NBI dzA R F2N¥ FAStRa INB Fdzi2YFrdAaOLtte LI
{ OKAY Rt SNE @



























